Web site?

If you receive one of the messages below —

Why do | get a security alert when | connect to an SSL-protected

Because you need the NASA Certification Authority (CA) root certificate.

¥ New site Certificate - Netscape

Unable to establish a secure connection to
‘london.arc.nasa.gov'. There is a problem with the

issuer is unknown.)

The information you view and send will be readable to
others while in transit, and it may not go to the intended
party.

infarmation with this site.

There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate
authority.

Security certificate problems may indicate an attempt to fool you or intercept any data y
send to the server.

We recommend that you close this webpage and do not continue to this website
@ click here to close this webpage.

& Continue to this website (not recommended).

@ More information

security certificate from that site (The identity certificate Q’ New Site Certificate

london.arc.nasa.gov is a site that uses encryption to protect
transmitted information. However, Netscape does not recognize the
authority who signed its Certificate.

Although Netscape does not recognize the signer of this Certificate, you may
Continue loading this page? decide to accept it anyway so that you can connect to and exchange

=0l x|
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Thi. assitant il hzlo vou de o =

Infarmation you exchange with this site cannot be viewed or
changed by others. However, there iz a problem with the site's
securty certificate.

@ The security certificate was issued by a company you have
ot chozen ta tust. Vievs the certificate to deterning whether
you want to trust the certifying authority.

e The security certificate date is valid.

e The zecurity certificate haz a valid name matching the name
of the page you are kying to view.

Do you want ta praceed?

Wiew Certificate |

— follow these directions to download and install the NASA CA root certificate in

your browser.

STEP 1. Go to http://london.arc.nasa.gov and click on Get CA Cert.

NOTE: Web browser

Welcome!

Get CA Cert )

— - i provided free of charge for MASA Web Servers,
certificate to avoid

SSL errors and e .
warnings! Web Server Certificate Requirements

web server certificate through this site;

Web Cert FAQ HTHL

Source: http://london.arc.nasa.gov/web_cert fag.html

NASA Web Certificates

UPDATE (07/23/2004): Support for MacO8 X with Safari
has now been added (see the requirements table below).

" NASA PKI OPERATIONS

MA&S4 provides Secure Socket Layer (SSL) certificates for NASA
Wweb Servers, These certificates are issued and signed by the
WASA Certification Authority (C4). These certificates are

The following requirements must be met in order to request 3

o _The web site for which the certificate js haing requested
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STEP 2.

Click Save.

File Download - Security Warning

Do you want to open or zave this file?

Mame: cacert.cer
Tupe: Security Certificate, 1,02 KB

Fram: londan. arc.nasa.gov

. Cancel

While files fram the Internet can be uzeful, this file tipe can
@ potentially harm pour computer. |f pou do not trust the source, do not

open or save this software. What's the rizk?

STEP 3. Browse to C:\ and click Save.
Save As
Save in: | - L V| @ ? 5 '
T [CEntrust Profie
g 2) s
My Recent [ Informed3sz2_Temp
Documents 1) Trund
= M3OCache
Ir. )My Dowinloads
Desktap l:;:ﬂnetscape?l_Temp
()oaoprt
: [Choracle
-J [C)Program Files
[)5YBASE
Fy D t
v Documents B Ton
: [ WINNT
ty Compliter
A
‘g File name: |cacert.cer Vl [ Save ]
MyMNetwork  Saveasiype: | Secury Certficate v
STEP 4. Click Open Folder.

Download complete

\
o Download Complete

Saved:

cacert.cer from london. arc.nasa, gov

(FERRNRRNN R RRENR AR R R RRNRRRRRRNRRRR T
Downloaded: 1.02 KB in 9 sec

Download ta: Cilcacert.cer

TransFer rate: 116 bytesiSec

[] Close thiz dislog box when download

Open Open Folder Cloge |

Source:

http://london.arc.nasa.gov/web_cert fag.html
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STEP 5. Right-click on cacert.cer and click Install Certificate.

File  Edit View Favorites Tools  Help
= o N ot = QT
@ Back = () ’i >~ ) search | Folders ' x j 3'$ x = 2 k i‘ f
.
Address i‘* i K )
Size  Type Date Modfied o ® i
> .
|Z)Entrust Profile File Folder 8/9/2006 um AM
el Hide the contents of this | s File Folder SSEME 7:55 41
drive | ) Informed352_Temp File Folder o® HT‘M’ZUUS 953 AM
T Add or remove pragrams | (C)3Rune File Folder . o° &/9/2006 10:06 AM
B ettt o s _IMsOCache Fil Foldep ® © 3/9/2006 1:40 PH S0
)My Downloads F\\;H\Eer 2/27/2006 11:11 AM . |'| »
: (Snetscape?1_Temp o e Folder 11/4/2005 9:53 AM Open Wik
il and Eoldas Tasks [ naoprt o ® il Falder &/9/2006 11:28 AM @ I'."'." Z »
Coracle .® * File Folder 9/19/2006 12:16 PM In ||:|
@ Renarme this filz [C3IPragram Files o . File Folder 11/8/2006 1:48 P
o 4 N .
[y Move this file PSVBASE . . File Folder 315/2006 7:56 AM EI'IIII":.I'I:It and SII;II'I
D Copy this file ® File Folder 212712006 10:35 AM
. ; q
e Publish this file ko the Web S FIEkadey L2070 SE':I-IrE FDr LISt r
& 2KB  Security Certificate 1/3/2007 3:52 PM
= i Fil
() E-mail this file Open 2KB Text Document 12/26/2006 12:51 P Entrust Adwvanced »
X Delete thisfie In OKB  Application 11142006 3:35 P
S R 128,027 KB Application 6[22/2006 12:32 PM
e With N 3KB Text Document 9/23/2002 2:04 P Send To 3
Other Maces g 6KB Text Document 12/1/2006 5:49 AM
| i WinZip 3 &
My Computer
:{ Lol Encrypt and Sign CUt
(5} My Documents 5 ;
ecure for List 3
84 my htwork Places Entrust Advanced b Copy
Send To 3
Details — Create Shorbout
Cony Celete
Create Shortcut R
Delete EName
Rename
Properties ®®®%ccccccccscs P'I’DpEI’tiES
MR KX RTINS N

STEP 6. On the Security Warning dialog box click Open.

Open, File - Security Warning

Do you want to open this file?

Mame: cacert.cer

Publisher. Unknown Publisher
Tupe: Security Certificate
From: C:h

Open Cancel

Always azk before opening this file

“whhile files from the Internet can be useful, this file wpe can
g potentially harm vour computer. If pou do nat trust the source, do not
open thiz software. 'What's the rigk?

STEP 7. On the certificate import wizard, click Next.

Certificate Import Wizard

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate brust
lists, and certificate revacation lisks From vour disk ko a
cettificate stare,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data ar to establish secure network
connections, A certificate store is the system area where
certificates are kept,

To continue, click Mext,

Source: http://london.arc.nasa.gov/web_cert fag.html 30f4




STEP 8. Choose to Automatically select the certificate ... and click Next.

Certificate Import Wizard

Certificate Store
Certificate stares are system areas where certificates are kept.

‘Windows can automatically select a certificate store, or wou can specify a location for
(%) Automatically select the certificate store based on the kype of certificate

() Place all certificates in the Following store

S

STEP 9. Click “Finish”.

Certificate Import W

Completing the Certificate Import
Wizard

ou have successfully completed the Certificate Import
wizard,

¥au have specified the Following settings:

| Certificate store Selected  Automatically determined by t]
Content Certificate

Finish Cancel

STEP 10. A Security Warning dialog box will appear, click Yes.

Security Warning I

E ‘fou are about ko install a certificate from a certification authority (CA) claiming ko represent;
.

!

EntrustCA

‘indows cannot validate that the certificate is actually from "EntrustCA", You shauld confirm its arigin by contacting
"EntrustCA". The folowing number wil assist vou in this process:

Thumbprint {shal}: 26639EAS 18CF2519 S8EE6FEA SE82FOF 6268AC31

‘Warning:

1f you install this rook certificate, \Windows wil autaratically trust any certificate issued by this CA. Instaling a
cettificate with an unconfirmed thumbprink is & security risk, IF vou click "¥es" you acknawledae this risk,

Do vou want ko install this certificate?

STEP 11. Then a dialog box should appear stating “The import was successful”. [REECI RS X
Click OK to close the box. \1) e

Source: http://london.arc.nasa.gov/web_cert fag.html 4 of 4




